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Abstract
Every section of the national economy uses information and communication technologies for their activities, not excluding the agrarian sector. Although the agrarian sector in the Slovak Republic is less attractive for employment, there are still
granges and small farmers who maintain the national tradition of agriculture. But
for their better development and management they use modern information and
communication technologies. These technologies can not only provide statistical information or keep records of increments, crops, etc. but also with their help work
on fields is more efficient, e. g. with the help of drones. To keep these technologies in
good condition the security of these technologies is important. This article is about
information security, mostly the non-technical means, and oriented on granges of
the Slovak Republic. The main focus is on information technologies, information
systems and information assets used by these segments of the national economy.
A questionnaire survey was conducted on granges of the Slovak Republic as a part
of project KEGA (012SPU-4/2017) “Methodological manual processing Enterprise
security policy” for mapping the current information security in this sector. The
way of managing information and communication technologies is closely linked
to the security of these technologies. There are some interesting differences between
the management of ICT and their security – the way granges are interested in this
topic. The risk analysis is directly connected with non-technical security means for
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protecting ICT. These means are the Security Project and Security Policy documents.
These documents contain the risk analysis to be performed in certain time intervals.
The Security Policy contains every rule of protection of ICT and IS as other assets
of a company. However, the Security Policy and the Security Project are the basic
security means for assets of a company, only small number of companies and even
granges develop, apply and adhere them.
Key words: Agrarian sector, Information and Communication Technologies, Information Security, Security Policy
JEL Classification: O34, O39

1

Introduction

Information technologies and data which we process and use with the help of
these technologies are inseparable part of the national economy and individuals.
Even at work or in private we use information and communication technologies,
e.g. personal computers, smart phones, smart TV, etc. In private we are responsible for the security of our ICT as at work. One cannot rely on other person or
some technology to protect him from information threats on used information
technologies. These threats may be of a technological or physical nature. Most
threats are from the Internet because internet connection is almost everywhere
by WIFI networks, mobile networks or cable connection. It is also important to
oversee the physical security of these technologies. The agrarian sector in the Slovak Republic also uses information technologies more often not only for data processing, but also for direct help at daily work, e.g. GPS when working in the fields,
drones for land mapping, automatic feeders, etc. For this reason, these technologies must be protected also in this part of national economy. The article focuses in
survey on the state of the information security.
Usage of information and communication technologies has a direct impact on
the development and competitiveness of individuals, firms, production sectors,
regions and even the whole continents. It is possible to state that the general characteristics and principles of ICT usage in the agriculture sector are beyond and
doubt valid and will be valid in the future (Jarolímek and Vaněk, 2003).
Similar research was conducted on agrarian cooperatives by Montegut-Salla,
Y., Cristóbal-Fransi, E., and Gómez-Adillón, M.J. (2013). They focused mostly
on used information and communication technologies and Internet in agro-food
cooperatives. The research addressed the following aspects: computer equipment,
Internet connection and presence and the level of electronic commerce.
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IS/ ICT assets include the technologies, applications, data and also people. Examples of the assets are hardware, software tools, data that the field of informatics
uses and processes. It also includes the standardized and formalized processes
and knowledge included in the informatics, as well as individuals – operational
staff, managers of individual applications (Gála et al., 2006)
Development of information and communication technology also led to development in data visualization methods. There are many tools for monitoring of
moving objects in agrarian sector, and also many different approaches on how to
access and utilize location data. The suitability of given solution depends mostly
on user requirements. Every user group has different demands and rights when
operating software tools, especially GIS (geographic information system). (Pavlík,
J., et al., 2015) These methods are not described in the paper, but there are important for the knowledge how ICT is used in agrarian sector and why do we need to
protect these technologies.
For the enterprises of the agrarian sector also mechanisms of state are important to develop the communication systems in a country. The research of necessity of forming the complex of measures of the state effect on the development
of innovations, where communication systems play the role of the information
distribution environment, required for provision of the innovative activity of the
enterprises of the agrarian sector, was conducted by Granate, A. (2014).
Information technologies are important also in more efficient product placement of agro-sector products, e.g. using neuroscience, eye-trackers, etc. Consumer neuroscience is a phenomenon that has become an important tool of marketing management when defining customer driven strategies. The aim of consumer
neuroscience (neuromarketing research) is a better understanding of the principles of decision-making and the strategy of customer and consumer behaviour in
economic processes through neuroimaging and biometric methods, psychological and neurobiological concepts and knowledge (Berčík et al., 2016).
According to before mentioned researches the use of ICT in agrarian sector
develops. But not only the use of these technologies is crucial nowadays to be
competitive. Sufficient information security of these technologies and information assets must be maintained.
The term information security is often used in the relation to the information
provided. Information security can be defined as the protection of information
and its critical elements, including the systems and hardware that use, store, and
transmit that information (Whitman and Mattord, 2012).
The information security has become a complex managerial issue when following recent developments affecting the information security threat landscape.
(Dor and Elovici, 2016)
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Information assets are significant competitive and efficient sources of business
in the globalizing knowledge economy. The significance of information security
is therefore increasing (Mayadunne and Park, 2016).
It is difficult to define each level of information protection. Their vulnerability
is on each level such as physical, organizational, procedural, personnel, management, administrative and also in terms of hardware and software (Oláhová, 2006).
Information security is not a management process that directly produces
a profit, but it is a necessary prerequisite for direct profit making process. The
aim of information security is to reduce the possibility of applying the threats and
in case they appear it is to minimize their impact. Quality security management
requires a combination of technical and business skills and knowledge of people,
many of them are not intuitive. It is important to understand the information security as a complex process. Additionally, it is necessary to determine the correct
security infrastructure, define the security policy and specially to analyse security
risks (Hallová et al., 2017).
Also the analysis for security risks is important to provide knowledge of new
dangers and threats for information assets, data and information systems. This
analysis should be provided at regular intervals.
Analysis of security risks and their management is an essential tool in the
hands of the senior management of the enterprise in order to protect investments
in information systems, and thus to support the main business processes. Custom
design of the risk analysis process can be distinguished by the details and depth of
approaches to solve them. Based on the risk analysis, it is possible to specify the
appropriate measures with regard to the identified threats (Hennyeyová, Tóthová,
Hamášová, 2013).
Digital literacy is a necessity when we everyday use information technologies. This literacy or knowledge should not only by about how to use information
technologies but also how to protect them and therefore the population must be
taught about these technologies from childhood (Hosťovecký, Stubna, 2012).
With the topic of digital literacy of citizens also Polakovič et. al. (2016) deal
with and their focus is on E-Government and E-inclusion. E-inclusion is a part of
the process of social inclusion. Its aim is to create a European information society
for all, as defined by strategic documents concerning the information society in
the European Union.

2

Data and Methods

A questionnaire survey was conducted on granges of the Slovak Republic as
a part of project KEGA (012SPU-4/2017) “Methodological manual processing
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Enterprise security policy” for mapping the current information security in this
sector. Aim of the research was mostly only on non-technical part of the information security – management of ICT in granges, management of security of ICT,
risk analyses, security documents, staff awareness of security and threats to ICT,
used security means in monitored granges. The survey was used in 149 granges in
the Slovak Republic. Management of ICT points to who is responsible for ICT and
IS – an internal employee; an internal employee and a cooperation with an external information company; the management of ICT is provided only by an external information company; the last opportunity of this question was that granges
do not have management of their ICT. The second part was focused on the management of ICT security in granges with three possible options. Every grange provides some form of information security, whether by own employee or by external
information security company. With the information security also risk analysis is
related which means when granges provide risk analysis for information treats.
This analysis must be provided when ICT/IS are used and granges work with sensitive data, e.g. wage data, personal information of employees, etc. The fourth part
of the research focused on use of non-technical security means – security policy
and security project – if granges use them, because granges also work with sensitive data of employees. Awareness of employees about information security and
threats was the fifth part of research, because nowadays everyone must know the
basics of information security because everyone of us uses information technologies also at home, not only in work. Perhaps the older generation does not as often
as the younger generation. The last part of survey asks for used security means of
ICT, information assets and property of granges.

3

Results and Discussion

Managing the information technologies in granges depends mostly on current
employees who use them, because there are many job placements and not everyone uses these technologies for their daily work. Mostly the responsibility for
these technologies is on the manager, in many cases on the chief economist. According to the research conducted on granges in the Slovak Republic the management of their information technologies is carried out by cooperation with an external company (55,47 %). Only 28,13 % of granges left their management of ICT
exclusively on an external company and 6,25 % have their own internal employee
– information manager. An alarming fact is that 10,16 % of granges do not have
any ICT manager or do not cooperate with an external company. It is understandable that granges mostly cooperate with external companies when managing their
ICT/IS, because it is more efficient from the economic view, e.g. lower costs for
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own information technician. These findings are necessary for further research of
the information security of the agrarian sector in the Slovak Republic.
Figure 1 Management of Information and Communication Technologies in
granges of the SR

Source: Own processing.
The way of managing information and communication technologies is closely
linked to the security of these technologies. There are some interesting differences
between the management of ICT and their security – the way granges are interested in this topic. From the Figure 2 it can be seen that 71,88 % of granges cooperate
with an external company for security of their ICT. More internal employees are
also included for the security of ICT in their own companies (12,50 %). 15,62 %
of granges leave their information security on an external company and do not
have an employee to care about their information security. The security of ICT is
of the utmost importance when sensitive data are processed. Also granges work
with this kind of data – wage data, accounting, personal information of employees, and many more. Good news is that granges care for their ICT security. Using
of special security means is part of the last part of research.
Figure 2 Security of ICT in granges of the Slovak Republic

Source: Own processing.
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Although all granges ensure security of their information and communication
technologies not all perform an analysis of potential security threats and risk for
their ICT. An alarming 71,88 % of these granges do not provide this risk analysis.
Risk analysis is important for a company to know which threats are dangerous for
their data, information system or even for assets (not only information assets).
This research focuses on information threats and therefore not providing a proper
risk analysis for computer viruses, hacks, data and information thefts, etc. poses
a serious risk to business data. Besides that, employees who are responsible for
ICT/IS do not know how to protect or what security means do they have to use to
protect their business data.
Figure 3 Performing risk analysis for ICT

Source: Own processing.
The risk analysis is directly connected with non-technical security means for protecting of ICT. These means are the security project and security policy documents. These documents contain the risk analysis to be performed in certain time
intervals. The security policy contains ways of protection of ICT and IS as other
assets as well as data flows of a specific company. However, the security policy
and the security project are the basic security means for assets of a company,
only small number of companies and even granges develop, applies and adhere
them. The security policy document is a necessity for businesses which operate
with sensitive data (as mentioned before). Mostly the responsibility for a security
policy document has the chief economist of the grange. Or when a grange has
a special employee for managing information technologies and their security, this
person takes the responsibility to create, update this document and to familiarize
employees with this document. This document contains basic information about
the company (in this case a grange), information flows, who works with what
form of data, what laws to follow, etc. When and information incident occurs this
responsible person knows exactly who worked with the current technology.
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Figure 4 Security policy and security project as basic non-technical security
means

Source: Own processing.
Last but not the least are employees and their knowledge of security and information risks. Just the low existence of security documents leads to these low rates
of knowledge. But nowadays people use ICT not only at work but also at home.
Therefore, each one must be careful about the information security and have the
basic knowledge about information threats, risk and security. Each employee
must come with this knowledge to his workplace even if he/she works with ICT
or not. From the Figure 5 it can be seen that the awareness of ICT security and
threats to ICT of employees in granges is at very low rate.
Figure 5 Staff awareness of security and threats to ICT

Source: Own processing.
According to research that granges do not use the non-technical security means
in sufficient extent, the calming fact is that they use technical security means, e.g.
antivirus software, firewalls, passwords, etc. Antivirus software (AV) is a necessity
in each computer and nowadays in smart phones. It is the basic technical security tool to protect IT and IS. Mostly the AV software has a package of security
means – firewall, antispyware, protection of internet banking when logging into
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it, anti-stealth protection and many others. It depends on current mark of the AV
programme and financial resources of a company (grange). Other security means
are mostly used for assets and information assets, e.g. computers, servers, etc. In
very small numbers of granges electronic gatekeepers and employee monitoring
are used. Use of passwords had to be used in every grange, but the number is
lower – 87,5 %. It is strange, because in every grange they use computers and
passwords are used not only for computer accounts but also when opening e-mail
accounts. Also not every grange has a camera system to monitor the current area
of a grange.
Figure 6 Used security meansin monitored granges

Source: Own processing.

4

Conclusion

According to the research it can be seen that the information security of granges
in the Slovak republic is not on the highest level, but they do what they can according to their economic situation. It is important to have basically some technical protection means, e. g. antivirus software, etc. and a sufficient knowledge
of IT security. Use of the non-technical protective means – security project and
security policy, is also important, but there is hope in the future that these means
will be used more often and some day in every grange of the Slovak Republic.
In case that granges will exist in the future. The agrarian sector is important to
ensure food security of each country and every country has to support this sector
because food is priority of life.
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